[Ipunoxenue 2
K 00s13aTeIIbHON MHpOpMaLIIK
JUISE pasMelieHus Ha caiiTe

UHPOPMAUUNOHHAS ITAMSTKA
JJISI OBYYAIOIMUXCSL /LIS PASMEILEHWSA
HA O®PUUHUAJIBHBIX HHTEPHET-PECYPCAX

C KaXk/IbIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTLCS OOIIBIIE, a IIKOJIb-
HUKH OJHH M3 CaMbIX aKTUBHBIX I0Jb3oBareied Pynera. Mexay 1eM, MOMHUMO
OTPOMHOI'0 KOJIMYECTBA BO3MOKHOCTEN, MHTEPHET HECET U NpodIeMbl. DTa namsr-
Ka JIO/I’KHA IIOMOYb TeOe 0e3011aCHO HAXOAUTLCS B CETH.

KoMmibiorepHbie BUPYChI

Komiplorephblii BUpyC - 9TO pa3sHOBHIIHOCTb KOMITbIOTEPHBIX MPOIPaMM,
OTJIHYHUTEILHOH 0COOEHHOCTBLIO KOTOPOFI ABJIACTCA CIIOCOﬁHOCTb K PasMHOKCHHIO.
B jononnenne K 9ToMy, BUPYChl MOTYT IOBPEIHTh WK MOJHOCTBIO YHHYTOKHTh
Bce (aiibl ¥ JaHHbIE, ITOAKOHTPOJBHBIC MOIb30BATENIO, OT HMEHH KOTOPOIO Oblia
3anylleHa 3apakeHHas NporpaMma, a TakKe [MOBPEAMTh HIIM JAKe YHHYTOKUTD
OIepallMOHHYI0 CHCTEMY CO BCeMH ¢aiitamu B ueinom. B OonblumMHCTBE CliydaeB
pacnpoCTPaHsOTCs] BUPYChl Yepe3 UHTEPHET.

MerToabl 3alUUThI OT BPEAOHOCHBIX [1POIPAMM:

1. Mcrionb3yil COBpeMEHHbIE ONEPALMOHHbBIE CUCTEMbl, UMEIOIIME CEpbe3-
HbIM YPOBEHb 3aLLUTLI OT BPEJIOHOCHLIX POIrPAMM;

2. IlocTosuuo ycraHaBinuBail nauru (LMGPOBBIC 3allJIATKH, KOTOPLIC aBTO-
MATHYECKH YCTAHABIMUBAIOTCA € LEJIBI0 AOPadOTKH IPOrpaMmel) U JIpyrue 0OHOB-
JIeHHs CBOEH onepauHoHHOM cucTeMbl. CKauMBal MX TOJIBKO ¢ OGUUMAILHOIO
caiita paspaborynka OC. Ecid cyumiecrByer pexum aBTOMAaTH4eCKOro oOHoOBIIe-
HUS1, BKJIIOYHM €r0;

3. Paborait Ha ¢BOEM KOMILIOTEpE I10)] [TIpaBaMM [10J1b30BaTE/sl, a HE aIMH-
HHCTpaTOpa. DTO HE MMO3BOJIUT 60JlbUIP‘IHCTB}/ BpCAOHOCHBIX 11pOIpaMM HHCTA!LJIHM-
POBATLCS HA TBOEM MEPCOHATBEHOM KOMIIBIOTEPE;

4. Mcnonb3yl aHTUBHPYCHBIE [IPOIPAMMHbBIE [TPOJIYKTBI U3BECTHLIX MPOU3-
BOAMTEJICH, ¢ aBTOMAaTH4YEeCKMM 00HOBIIcHHEM 0a3;

5. OrpaHuub GU3HUECKUIA JOCTYI K KOMIIBIOTEPY IS IOCTOPOHHHUX JIMLL;

6. Mcnonp3yil BHeMmIHME HOCHTEIM MHOOPMALMK, TAKUC KaK (IICIlKa, AHCK
UM (pain U3 UHTEPHEeTa, TOJILKO U3 IIPOBEPEHHbBIX HCTOYHUKOB;

7. He orkpbiBail KOMIIBIOTEpHbBIE (halbl, MOJYYEHHbIC U3 HEHA/IeKHBIX HC-
TOYHHKOB. [laske Te daiiipl, KOTOpbIe NpHCIal TBOH 3HaKoMbli. Jlydime yrounn y
HEro, OTIIPAaBJIsLI JIM OH Tebe uX.

Ceru WI-FI

Wi-Fi - 910 He BUJ llepe/iaun JaHHBIX, HE TEXHOJIOIHS, @ BCCI'O JIMIIL OpeH/I,
mapka. Eme B 1991 roay Huaepnaniackas KOMIIAHHA 3aperucTpuposaia OpeH/1



"WECA", uro obosnauano crnosocoyeranne "Wireless Fidelity", koropblii nepe-
BOJIMTCS Kak "OecrpoBO/IHASI TOYHOCTE" .

Jlo Hawero BpemeHH Jionwia japyras abopesuaTypa, KOTopas SBIsSeTcs TaKoi
Ke TexHomoruer. Jro abOpesmarypa "Wi-Fi". Takoe nazpanue 6bUI0 JaHO ¢
HAMEKOM Ha CTaHJapT BEICIIEH 3ByKOBO#H Texnuku Hi-Fi, yTo B nepesojie o3naya-
eT "BbICOKAsi TOUHOCTD".

Ja, becnnaTHBI HHTepHeT-A0CTYI B Kade, 0TelsX U aIpoIopTax AB/IseTcs
OT/IMYHOHM BO3MOKHOCTBIO BbIXOJ[a B MHTepHeT. Ho MHOrMe 3KCIEPThl CYHTAIOT,
yro oduenoctynHsie Wi-Fi cetu He sBAsIOTCS 0€30MaCHBIMU.

Cogertsl 110 6ezonacHocty paboTel B 00Mme0CTY HLIX cerax Wi-fi:

1. He nepenagaii coio nuunyio nudopmaruio yepes odwenoctynisie Wi-Fi
cetd. PaboTas B HUX, XKenaTelIbHO HEe BBOJAUTH 11aPOJIU JOCTYIIA, JIOTHHBI U KaKHe-
TO HOMEpa;

2. Mcnone3yit 1 00HOBIISIE aHTUBUPYCHBIE IIPOIrpaMMbl ¥ Opanmayep. Tem
CaMbIM Thl 00€30MaCHILb CeOs OT 3aKa4KH BHPYCa Ha TBOE YCTPOHCTBO;

3. Ilpn ucnonesszosanun Wi-Fi orkmoun dyskuuio "OO0umuit jrocryn x dhait-
nam u npunrepam”. Jlannas GyHKUMs 3aKpbiTa 110 YMOIYAHHIO, O/IHAKO HEKOTO-
pbIe MOJIB30BATE/IN AKTUBUPYIOT ee Juls YJ00C¢TBa UCI0JIb30BaHUS B paboTe HiId
yuebe;

4. He wcnonssyd nyOauunsii WI-FI 18 nepegaud JIWYHBIX JIaHHBIX,
HarpuMep JUls BbIX0/a B COLMANBHBIC CCTH HIIH B JJICKTPOHHYIO HOYTY;

5. Mcnonb3yii TosibKO 3amuuientoe coeaunenue yepes HTTPS, a ne HT'TP,
T.e. Ipu Habope Beb-aapeca BBOIM uMeHHO "hitps://";

6. B MmoGuiibHOM Tenedone orkinoun ¢pyukuuio "Tonouenue k Wi-Fi aB-
ToMatryeckn". He nomyckall aBroMaTHHCeCKOro IOAKIIOYEHHs] YCTPOHUCTBA K Ce-
sim Wi-Fi 6e3 TBoero cornacus.

ConnanbHble ceTH

ConuanbHple CETH aKTHBHO BXO/USIT B HALLY JKH3Hb, MHOI'HE JIIOJIH paboTalor
H XKHUBYT TaM [IOCTOSIHHO, a B Facebook yke 3aperucrpupoBan MHILIIHAP/T Y€I0BEK,
4TO SIBJISETCS OJHOM Ce/bMOM BCexX JKHTeIeH I1aHeTel. MHOIrue 10JIb30BaTe/d HE
MOHUMAIOT, YTO MH(OpMalus, Pa3MCIICHHAd UMM B COLMAIBHBIX CETAX, MOXKET
OBITh Haﬁﬂeﬁa Hn MCIIOJIB30BaHa KEM YIOJAHO, B TOM HHCJ]IE HE o0s3arenbLHO ¢ On1a-
r’HMH HAMEepeHHIMH.

OcHoBHbIE COBETbI 110 0€3011aCHOCTH B COLMANLHBIX CETAX:

1. Orpanuupb cnucok apysed. Y 1eds B JIpy3bsiX HE JOJIKHO OBITH CIydai-
HBIX ¥ HEe3HAKOMBIX JIIO/ICH;

2. 3ammMinan cBoro 4acTHyIo Ku3Hb. He ykasbiBait mmaposiu, rejiedonsl, ajpe-
ca, JlaTy TBOEro POK/JICHHS U APYTYIO JIMYHYIO HH(POPMALHIO. 37I0YMBILIICHHUKH
MOTYT MCI0JIb30BaTh Aaxke UH(GOPMALMIO O TOM, KaK Thl H TBOH POJUTEITH IIJIAHH-
pPYETe INpOBECTH KAHHUKYIIbI;

3. 3amuMiail CBOIO pelyTalMio - JICPXKH ee B 4UCTOTE M 3ajaBail cebe BO-
npoc: xorell Obl Th, YTOOBLI APYryUe MOJL30BATENIM BHIEIH, YTO Thl 3arpykaciin?
[Togymaid, npexjie yem 4ro-To ony01MKOBaTh, HAIIUCATDh U 3aIPy3UTh;



4. Eciii Thl rOBOPHILLL ¢ JTIOJABMH, KOTOPLIX HEe 3HAelllb, He UCIOJBL3YH CBOC
pearbHOE UMS U JPYIYIO JIMYHYIO MHQOPMALMM: MM, MECTO XUTEIbCTBA, MECTO
y4eObl U rpoyee;

5. U3beraii pasmenienus gotorpaduit B Unrepuere, rye thl M300paxeH Ha
MECTHOCTH, [10 KOTOPOA MOXKHO ONPEJICIIUTE TBOE MECTOIIOJI0KCHHE,

6. Ilpu perucrpauuy B COUHAIBLHON CeTH HEOOXO0MMO HCIIOJIB30BaTh CIOK-
HbI@ MApPOJIH, COCTOAIINE U3 OYKB H LH(DP U ¢ KOJIMYCCTBOM 3HAKOB HE MeHee §;

7. Ina couMaabHON CeTH, MOUThl U JAPYTUX CAaHTOB HEOOXOAMMO HCIIONbL30-
BaTh pasHble naponu. Torjaa eciu teds B3J0MAlOT, TO 3I0YMbBILUICHHUKH [10Jy4aT
IDOCTYII TOJIBKO K OZTHOMY MECTY, & He BO BCe cpasy.

DICKTPOHHBIC JICHbIH

DIIEKTPOHHBIC JIEHbIH - 9TO OYCHb YI0OHLIH CIIocod riaTexe, 0/lHaKo Cy-
LIECTBYIOT MOIUECHHUKH, KOTOPBIC XOTST [10JYYHTh 9TH ACHBIH.

DJICKTPOHHBIC ACHLIM [1I0ABH/IMCH COBCEM HEAABHO M UMCHHO M3-3a 9TOI0 BO
MHOTHX IoCyapcTBax 10 CUX I10p HE IMPOIIUCAHO IIPO HUX B 3aKOHAX.

B Poccuu ke oOHM (YyHKIMOHHPYIOT U O HUX YK€ MPOINUCAHO B 3aKOHE, I/1e
MX pas/endloT Ha HECKOIbKO BHMJ/IOB - aHOHMMHBIE U He aHoHMMHble. Pasnuua B
TOM, YTO aHOHHMMHBIE - TO Te, B KOTOPBIX pa3pelaeTes NpOBOANTD onepaiun 6e3
UAeHTU(UKAIIMU MONB30BATElS, & B HEAHOHUMHBIX HICHTH(hUKAIUS MOTB30BATES
SIBIIACTCS 00S3aTCIIBHOM.

Taxoxe ciaepyer paznuyars 2JeKTPOHHbIe PUATHBIE AHBIM (paBHbI rocyaap-
CTBCHHBIM BaJIOTaM) M 3JICKTPOHHbIC HedHaTHbIC ACHBIM (HE paBHBI rocyaap-
CTBEHHBIM BajlOTaMm).

OcHOBHBIE COBETHI 110 0e3011acHoi paboTe ¢ ANIEKTPOHHBIMH JICHLIAMM:

1. IlpuBsiky K cuery MOOMIBLHBIH TesiehoH. DTO campli y100HbIH U ObICT-
pBIi c110CO0 BOCCTAHOBHUTE JA0CTYN K cuety. [IpuBsizanubiii TeseoH MOMOXKET, eC-
au 3a0y/eilib CBOH IUIATEKHBIM 1ApOJb MM 3ai/iellb HA CalT ¢ HE3HAKOMOI'O
YCTPOMCTBA;

2. Mcnonp3yit oagHopasosbie naponu. llocne nepexojia Ha yCHICHHYIO aBTO-
pu3anuio tede yxke He Oyjer yrpoxkarh ONAaCHOCTL KPaKu WIIM llepexBara IL1aTex-
HOT'O MapoJis;

3. BpiOepu cnoxublii naposib. llpectynnukam Oyaer He npocro yrajaarhb
CIIOXKHBIH MmapoJib. Hanexupie naposu - 970 napoiiy, KOTOPbIC COACPIKAT He MeHee
8 3HAKOB M BKJIIOYAIOT B ce0si CTPOYHBIC M IPONUCHBIE OYKBBI, LIU(PBI U HECKOJIb-
KO CHMBOIJIOB, TaKMe Kak 3HaK joJuiapa, GyHTa, BOCKIMUATCIBHBIA 3HAK U T.IL
Harnpumep, $tROng!;;

4. He BBOAM CBOM JIMYHbIE JIaHHBIC HA CalTax, KOTOPLIM HE JIOBEPsCLIb.

DNEKTPOHHAs! 104Ta

DIEKTPOHHAs! 1104Ta - HT0 TEXHOJOIUS K [PEJOCTABINEMbBIC €K YCIYTH 110
IIEPECBIIKE U [10JIYYEHHMIO DJIEKTPOHHbBIX COOOLIEHMI, KOTOPbIE paclIpeielsaioTCs B
KOMILIOTEPHOH ceTh. OOBIYHO 2JIEKTPOHHBIA IOYTOBBIA AIUK BBINIS/UT Cle/Ly-
omuM 06pazoM: uMs_nonbs3oBaressi@ums_Jjlomena. Tawke kpome nepejiauu 1npo-
CTOTO TEKCTa, UMEETCsl BO3MOXKHOCTH Nepe/iasars (paiiibl.

OcHoBHbIE COBETDI 110 0€3011aCHOH padoTe ¢ MICKTPOHHOM TOYTOM:



1. Hamo BeIOpare npaBmibHBIA IOYTOBBIH cepBuc. B uurepuere ecrob
OI'POMHBIN BBIOOP DECILIaTHBIX TOYTOBBIX CEPBUCOB, OJIHAKO JTYUIIE JOBEPSTEH TEM,
KOI'o 3Haellb U KTO [MePBbIN B PEUTUHTE;

2. He ykasbiBaii B 1MuHOl noute TH4YHYI0 HHDopMarmio. Harpumep, nyuqiie
BbIOpATh "My3blKalbHbIA (anar@" uin "pok2013" Bmecto "remal3";

3. Mcnonb3yd ABYXITAIHYIO aBTOPU3ALMIO. JTO KOIJIA ITOMHUMO [apoJist
HYKHO BBOJIMTEL KOJI, IIpUCBIIaeMblid o SMS;

4. Bpibepu cnoHbBIA naposib. [ Kaxk/10ro no4ToBoro siuka J{0JKeH 0biTh
CBOM HaJIEXKHBIHM, YCTOMYHBBLIH K B3JIOMY N1apoJib;

5. Eciu ecTh BO3MOXKHOCTL HANUCATHL CAMOMY CBOM JIMYHBIH BOIIPOC, HC-
MOJIb3YH 3TY BO3MOKHOCTH;

6. Mcrnoab3yit HECKOABKO MOYTOBLIX SIUHKOB. [TepBbid Juis 4acTHOH nepe-
MMUCKHU € aJpecaTaMu, KOTOPBIM Thl J0BEpsAeiib. DTO IJIEKTPOHHBIA ajpec He Hallo
UCIOJIL30BaTh NMPHU perucTpaluy Ha hopymax u canrax;

7. He orTkpbiBail (ailiibl U Jpyrue BIIOKEHHS B IMHCLMAX, JAXKe CCJd OHH
NPUILTKA OT TBOMX Jipy3el. Jlyulie yTo4Hu y HUX, OTHPABISUIA JIM OHH Tebe ITH
(baitnb;

8. Ilocne okoHuanusi paboTbl Ha IIOYTOBOM CepBUCE I1epel 3aKpbiTHEM
BKJIQJIKU ¢ caliTOM He 3a0y/ib Haxarhb Ha "BeritTu".

KubGepOyuiuHr uitu BUpTYaibHOE H3JIeBaTeNICTBO

KubepOyuunr - npeciiejjoBanie cOOOUICHUSMH, COACPKAIIMME OCKOpO.Ie-
HMSI, arPECCHIO, 3allyrUBaHUE; XYJIUTAHCTBO; COLUAIbHOE OOMKOTHPOBAHME C TIO-
MOILIBIO Pa3JMYHBIX HHTEPHET-CEPBUCOB.

OcHosHble coBeThl 110 Gopbbe ¢ kuGepOy I LIMHIOM:

1. He Opocaiicst B 60ii. JIyummii criocod: nocoBeToBaThes kak cedsi BECTH U,
€CJIM HET TOr0, K KOMY MOYKHO OOpaTUThbCS, TO BHa4aje ycrnokoutses. Eciau 1ol
Ha4yHellb OTBEYaTh OCKOpOJICHUAMHM Ha OCKOpOJeHus, TO TOJIbKO euie Oosiblie
pa3oAoKelllb KOH(MIUKT;

2. Ynpasnsaii cBoeit kubeppelryraiuei;

3. AHOHMMHOCTb B ceTH MHHMMas. CylIecTBYIOT CIOCOObI BBIACHUTDL, KTO
CTOMT 3a AaHOHUMHBIM aKKayHTOM;

4. He crout BecTH Xymnuranckui obpa3 Bupryanbioii sxusmnu. Mnarepher
(bHKCpreT BCC TBOH Aeﬁc*rmm H CoXpalsiel HX. y,-'],a.rm'rb HX (’)y,ue'l‘ icpaiine 34-
TPYHUTEIIBHO;

5. Cobmonail ¢BOIO BUPTYAIbHYIO YECTh CMOJIOAY;

6. Urnopupyi eaunuusblii HeratuB. OHOpa3oBbie OCKOpOHTENbHBIC CO00-
lIeHHWsa Jy4lle UrHopupoBaTh. OOBIYHO arpeccus IpEeKpalacTess Ha Ha4albHOM
CTaIHH,

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHLIMU COOOILLEHUSIMU, B
COILIHaJ/IbHBIX CE€TAX €CTh BO3MOKHOCTD 6.!101(14[30]3}.{11 OTIIpaBKHA CUD6LUGHH1‘:1 C olipe-
NEeJIEHHBIX aJlpecoB;

8. Ecim TbI cBuzeTess knbepOysuimara. TBOM JIEMCTBUS: BLICTYIHTL [IPOTUB
npecieoBaTess, nokasaTb eMy, 470 €ro JAeHCTBHUs OLCHUBAIOTCA HCIaTHBHO, 101~
JlepKaTh JKEPTBY, KOTOPOH HYy)KHa IICUXOJIOTMYECKas [1OMOIlb, COOOIUTH B3POC-
JIBIM O (paKTe arpecCUBHOIO [TOBEIAEHUS B CETH.



MoOunbublii Tenedon

CoBpemeHHbIe cMapTOHBI U IIAHIIETHI COJEPIKAT B ce0e BIIOIHE B3POCIIbil
(YHKLHOHAN, B Terepb OHH MOIYT KOHKYPHPOBATH CO CTAIMOHAPHBIMU KOMIIBIO-
Tepami. OIHAKO, CPEJICTB 3aIMThI JUIs [I0J00HBIX YCTPOHCTB 110K OYCHDb MAJIO.
TectupoBsanue U NOMCK yS3BUMOCTCH B HUX HPOMCXO/MT HE TAK HHTEHCHBHO, KaK
ais I1K, 1o ke camoe kacaercst 1 MOOHIIBHBIX TIPHII0KEHHUIA,

CoBpemenHble MOOUIIbHBIE Opay3epbl yiKe NPAKTHYECKH JOTHAIM HACTOIb-
HBIE AHAJIOIM, OJIHAKO pacliMpeHue (QYyHKIMOHAIA BiiedeT 3a coOOH OO0JIbLIYIO
CIIOKHOCTh W MEHBIIIYIO 3aIHIIEHHOCTD.

)_'[anem HE BCE€ [IpOM3BOJIMTECIIH BBIIIYCKAarOT 0611015.1[(‘.‘![}151, 3aKpLiBarouiHe
KPUTHYECKHUE YSI3BHMOCTH JIISl CBOMX YCTPOICTB.

Ocnosuble coBeTb st 6e30macHoCTH MOOHILHOTO TesedoHa;

Huuero ne sBisiercst no-nacrosimemy Gecruiatisiv. By/ib ocTopokeH, Beib
Koraa rebe npeiaraioT GecriaTHbli KOHTEHT, B HeM MOTYT ObITh CKPBITHI KaKue-
TO IUIATHBIE YCIIYTH;

Hymaii, npexzae dem ornpasurb SMS, doro win Bugeo. Tol TOUHO 3HACIID,
rae ond OyayT B KOHCYHOM UTOre?

Heobxoaumo 0GHOBISITL 011EPALIMOHHYIO CHCTEMY TBOCIO ¢cMapThoHa;

Hcnonp3yit aHTHBHPYCHbIE IPOIPAMMBI JUISE MOOMIIBHBIX Telle(hOHOB;

He 3arpysxaii mpuioKeHHss OT HEH3BECTHOIO MCTOYHHKA, BEAb OHM MOIYT
COJIepIKaTh BPEJOHOCHOE IIporpaMMHoe odecredenme;

Ilocne TOro Kak Tl BeIH/ICIb C caiiTa, r1e BBOJWII JIMYHYIO HHDOPMAIHIO,
3ai/lu B HaCcTpoKK Opaysepa u yaanu cookies;

Ileproauyecku 1posepsid, Kakue IUlaTHbIC YCIyIrd aKTHBUPOBAHLI HA TBOEM
HOMEpE;

ﬂaﬂaﬁ CBOH HOMCP M06HJI}JHOF0 TEJJE(i)OHa TOIBKO JINO/IAM, KOTOPDLIX Tbl
3HAeLlb ¥ KOMY JI0Bepsiellb;

Bluetooth poiken ObITh BBIKIIIOUEH, KOIJIA Thl UM He [10JIb3yelbes. He 3a-
ObIBaii HHOT1a IPOBEPSATH 3TO.

Online urpsl

CoBpeMEHHbIE OHJIAMH-MIPBI - 9TO KPACOYHBIE, 3aXBATHIBAIOLIME Pa3Blcyec-
HHA, OGLeHHHH}OII_IHe COTHH TbICAY YE€JIOBEK I10 BCEMY MHPY. HI’pOKH HCCJICAYIOT
JAQHHBIA UM MHP, 00LIAIOTCA APYT C JAPYIOM, BBIIOIHSIOT 3a/laHusl, CPAKAIOTCs ¢
MOHCTpPaMH M I10JIy4arOT OINbIT. 3a Y/IOBOJBCTBHE OHU TUIATST: HOKYIAIOT JIMCK,
OIIa4uBarOT aOOHEMEHT WK IPUOOPETAIOT KaKUe-TO OIIIHH.

Bce i cpejcTBa MayT Ha [MOAIeP;KAHHE U PAa3BUTHE UI'PbI, @ TAKIKE HA Camy
0e30MacHOCTh: COBEPILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMM, BLINYCKAIOTCA HOBBIE
naTyy (LHGPOBBIE 3aIUIATKH [/ [IPOIPAMM ), 3aKPbIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B noi00HBIX HMIpax CTOMT OIacaThesi HE CTOJIBKO CBOMX COINEPHHKOB,
CKOJIBKO KpaKy TBOEI'O I1apoJis, Ha KOTOPOM OCHOBAaHa CHUCTEMa aBTOPHU3allHH
OOJBIIMHCTBA UIP.

OcHOBHBIE COREThI 1o Oe30MmacHOCTH TBOEI'o HIpOBOI'O aKKayHTa:

1. Ecim ipyroii urpok Bejer ceds 1mIoxo My cozjxaer tede HeIPUsTHOCTH,
3a0JI0KHpY#1 €I0 B CIIMCKE UI'POKOB;



2. Tloxany¥ics aAMHHHCTPATOPAM HIPbI Ha IIOXOE MOBEACHHE HTOrO UIPO-
Ka, JKeaTesIbHO MPUJIOKUTE KaKHe-TO JI0Ka3aTe/bCTBa B BU/Ie CKPUHOB;

3. He ykaseiBail 1nuny1o nadopmainio B npodaiie urpol;

4. YBaxail Ipyrux y4acTHHKOB 110 HIPE;

5. He ycranaBiuBail HeOQUIMAIBLHEIE TIATYH U MOJLbI;

6. Micrionb3yii ci105KHBIE ¥ pa3Hble N1apoJIK;

7. Jlaxe BO BpeMs HI'Pbl HE CTOUT OTKIHOYATh aHTHBHpyC. [Toka Tl Wrpa-
€llb, TBOH KOMIIBKOTEP MOI'YT 3apa3HTh.

PUIIMHT WK KpaXka JIMYHBIX JaHHBIX

OO0prvon Kpameﬁ JACHEer H JIOKYMCIHTOB CCro/iiA YiKC HHKOIO HC Y/IWBHIb,
HO C PasBHTHEM HHTCPHET-TEXHOJIOIMH 3JIOYMBIIUIEHHUKH [1€PEMECTUIMCh B UH-
TEePHET, ¥ IIPOLAOJIKAIOT 3aHUMATHCS " IIFOOUMBIM" JICJIOM.

Tak nosBuiIace HOBas yrpos3a: MHTEPHET-MOIICHHMYECTBA WK (DHILKHT,
rJIaBHas Leb KOTOPOro COCTOUT B [10JYyYEHHH KOH(PUACHIIMATBHBIX JTAHHBIX T0Jb-
30BaTeNiel - JOrMHOB M naposied. Ha anriumiickom sisbike phishing uuraercs xax
¢umunr (ot fishing - poiduas o, password - naposs).

OcHosuble coBeTpl 110 60pnde ¢ punHrom:

1. Cneam 3a cBouM akkayHTOM. ECiu Thl 110103peBaciub, 4TO TBOS aHKCTA
Oblia B3JIOMaHa, TO HEOOX0AMMO 3abJIOKHPOBATH ¢ U COOOIIUTH aJMUHUCTPATO-
paM pecypca 00 3TOM Kak MOJKHO CKOpee;

2. Ucnone3yit 6e3onacHble BeO-caThl, B TOM YKCIIe, HHTEPHET-MAra3MHOB U
IIOUCKOBBIX CHCTEM;

3. HMcnone3yil cioxuele ¥ pasHbple naposiu. Takum obGpazom, eciin reds
B3JIOMAIOT, TO 3JIOYMBIIIEHHUKH [10JYHAT JI0CTYIl TOJIBKO K OJIHOMY TBOEMY [1PO-
G0 B ceTH, a He KO BCeM;

4. Ecnu Tebs B3noMaiid, TO HEODXO0AUMO NPEAYIPeUTh BCeX CBOMUX 3HAKO-
MbIX, KOTOpble N00aBieHbl y Teds B Jpy3bsiX, O TOM, YTO TeOs B3/10MajId U, BO3-
MOKHO, OT TBOCr0 UMeHHU OyJaeT pacchlIaThCs CIlaM U CChUIKM HA (UINIHHIOBLIC
CauThI;

5. Ycranosu HaaexHsbli napons (PIN) Ha MoOuibHBLA TenedoH;

6. OTkimoun coxpanenue naposs B 6paysepe;

7. He orkpoiBail ¢aiinel u gpyrue BIIOKCHHUS B MHCbMax, Jae CCJIH OHH
IPHIIH OT TBOMX Apy3cH. Jlydle yTOYHH y HHX, OTIPaBJIsIA JIH OHH TeOC ITH
hainsl.

[ludposas penyraims

[ludponas pernyTanust - 3T0 HeraTUBHAsE WIA MO3UTHBHAS HHPOpMAIHs B
cetu o Tede. Komnpomerupyrouas uudopmarus, pazMelleHnas B MuTepHeTe, Mo-
JKET Cepbe3HbIM 00pa3oM OTPa3sUTbCs HAa TBOCH peanbHOM xu3Hu, "Lludposas pe-
nyranus' - 3TO TBOM HMMHJUK, KOTOpbIH Gopmupyercst u3 undopmaumu o tebe B
HWHTEpHETE.

TBOe MecTo )KuTeIbCTBA, y4eObl, TBOEC (PUMHAHCOBOE IMOJIOKECHHE, 0COOEHHO-
CTH XapaKTepa H pacCkKasbl O OJIM3KHUX - BCE DTO HAKAIIIMBAETCH B CETH.

MHOrue noJpoCcTKH JIErKOMbICIICHHO OTHOCSTCS K [yOJIMKAUMK JIMHHON MH-
¢Gopmauuu B MHTepHETE, HE MOHMMAas BO3MOKHBIX IOCIHCACTBHH. Tbl Jaxe HE



CMOJKeIIb J0rafiaThest 0 ToM, 4To (ororpadusi, pasMelieHHas 5 et Hazajl, craia
IPUYMHOM OTKa3a NPHHSTL TeOs Ha paboTy.

Kommenrapun, pasmenienue tBoux ¢ororpaduil u gpyrue aeicrsus MoryT
HE HCYE3HYTh JaXe I10CJe TOr0, KaK Thl MX yJalulb. Thl HE 3HACHIB, KTO COXpa-
HUJI 3TY MH(QOPMALMIO, 11011aJ1a JIA OHA B IIOMCKOBBIC CHCTEMBI i COXPAaHWIACH JI
OHa, a IJIABHOE: YTO IOAYMAaloT 0 Tede OKpyKaloLHUe IO, KOTOPLIC HAWIYT M
yBUIAT 3T0. HailTu uH(opmMaiinio MHOTO JIeT criycTs cMoxkeT 000 - Kak K3 100-
PbIX MOOYKACHUM, TAK U C HAMEpPEHHUEM [IPUUMHHUTL BPe1. ITO MOXKET OBITh KTO
YTOJHO.

OcHOBIDBIE COBETHI 110 3aliMTe lIl-Iq)pOBOf‘i penyranun:

1. Iojxymaii, npesxje yeM 4To-TO MyOJIMKOBATh U IepeiaBarh y cebs B Oiore
WJIM B COLMAILHOM CeTH;

2. B Hactpoiikax npoduis yCTaHOBH OrPaHHYEHHS Ha MPOCMOTP TBOEro
MPOQUIIA U ero COACPHKHUMOT0, CACTal ero ToNbKO "1uist Japysei”;

3. He pasmeniaii 1 He ykasbiBail HH(OpMALIKIO, KOTOpAs MOKET KOro-1ubo
OCKOpOJISITh UK O0MIKATb.

ABTOPCKOE I1PaBo

CoBpeMEHHEIC UIKOJbHUKM - AKTHBHBIC [0JIb30BaTE/IM LUPPOBOro Mpo-
crpancTBa. O1HAKO /JaJIeK0 He BCE 3HAIOT, YTO IOJIb30BAHME MHOTMMH BO3MOKHO-
CTAMM HU(POBOro Mupa TpedyeT coOMOACHHS TPaB Ha MHTELIEKTYAIbHYIO cO0-
CTBEHHOCTb.

Tepmun "uHTe/uIekTyanbHas cOOCTBEHHOCTE'" OTHOCHTCS K PA3JIMYHBIM TBO-
pPEeHUSAM YeJIOBEYECKOI0 yma, HauMHasi ¢ HOBBIX M300peTeHHMH M 3HAKOB, 0003HaA-
HAIOUIMX COOCTBEHHOCTH HA MPOAYKTBl M YCIYI'H, H 3aKaHuMBas KHUI'amu, (oTo-
rpadusiMu, KWHOQHIBMAMH U MY3bIKAJILHBIMHK [TPOU3BEICHUAMMU.

ABTOpCKHE IIpaBa - 5TO IpaBa HAa HHTE/UICKTYAIbHYIO COOCTBCHHOCTL HA
NPOHU3BEACHUS HAYKH, JIMTEPATYpPhl U HCKyccTBA. ABTOPCKHE MMpaBa BLICTYNAIOT B
Ka4eCTBE IapaHTHH TOI'0, YTO MHTEJJIEKTYaIbHbBIH/TBOPUECKHI TPy 1 aBTopa He Oy-
JIET HaIpacHbIM, JJaCT eMy CIIpaBe/lJIMBble BO3MOXKHOCTH 3apadoTaTh Ha pe3ylibTa-
Tax CBOEro Tpy/a, MOJY4YUTh M3BECTHOCTEH U npusnanue. Hukro 6e3 paspelnenus
aBTOpa HE MOXKET BOCIPOM3BOAUTEL €ro [POU3Be/eHHe, PACIIPOCTPAHSITE, TyOIHY-
HO JCMOHCTPHPOBAaTh, Ipo/iaBarh, NMITIOPTHUPOBATDL, IIYCKATb B lIpOKat, 1]_\‘GJ1H‘-IHU
MCIIOJIHATE, IOKa3bIBaTL/UCTIONHATE B dGupe uim pasmeitars B Marepuere.

HMcnonb3oBanue "nmuparckoro” mporpaMMHOro obecredeHus MOKET MpuBe-
CTH K MHOI'MM PUCKaM: OT IMTOTEPH JAHHBLIX K TBOMM aKKayHTaM 0 OJIOKHPOBKH
TBOEr0 yCTpOMCTBa, I/le yCTaHOBJICHA HelerajbHas nporpamma. He crouT Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JIerajbHble M OCCIUIATHBIC [POrPaMMBbl, KOTOPBIC
MOYKHO HAWTH B CCTH.

O nopraie

CereBUYOK.p() - TBOM IVIaBHBIA COBETYMK B CETHU. 3/1€Ch Thl MOXKECIUIb Y3HATh
0 0e3011aCHOCTH B CETH NOHATHLIM M JOCTYIHBIM S3BIKOM, @ IPH BO3SHHKHOBCHHH
KPHUTHYECKOH CHUTYyallud OOpaTHUTHLCA 3a COBETOM. A TaKKE MPUHATHL YYaCTHE B
KOHKYpPCax M CTaTh CaMbIM HHA(POBBIM I'PaXKAaHUHOM !



